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1 INTRODUCTION AND SCOPE

1.1 Introduction

The purpose of this PA-DSS Implementation Guide is to instruct merchants, resellers and
integrators on how to implement Sage MAS 500 into their environment in a PA-DSS compliant
manner. It is not intended to be a complete installation guide. Sage MAS 500, if installed according
to the guidelines documented here, should facilitate and support a merchant’s PCI compliance. This
guide applies to Sage MAS 500 as released by Sage. Any modifications to the application must be
reviewed to determine their impact to the PA-DSS requirements.

1.2 What is Payment Application Data Security Standard (PA-
DSS)?
The Payment Application Data Security Standard (PA-DSS) is a set of security standards that were

created by the PCI SSC to guide payment application vendors to implement secure payment
applications.

1.3 Distribution and Updates

This PA-DSS Implementation Guide should be disseminated to all relevant application users
including merchants, resellers, and integrators. It should be updated at least annually and after
changes in the software. The annual review and update should include new software changes as
well as changes in the PA-DSS standard.

Updates to the PA-DSS Implementation Guide can be obtained by going to the Sage Online

Customer Support website. In addition, Sage will publish updates and send update notifications as
needed.

1.4 Versions

This PA-DSS Implementation Guide references both the PA-DSS and PCI requirements. The
following versions were referenced in this guide.

« PA-DSS version 1.2

« PCI DSS version 1.2

©2009 Sage Software, Inc. All rights reserved.
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2 SECURE DELETION OF SENSITIVE DATA AND PROTECTION
OF STORED CARDHOLDER DATA

2.1 Merchant and Reseller/integrator Applicability

It is both the merchant’s and reseller’s or integrator’s responsibility to remove any magnetic stripe
data, card validation values or codes, PINs or PIN block data, cryptographic key material, or
cryptograms stored by previous versions of the Sage MAS 500 software. It is the responsibility of
Sage MAS 500 to provide a means to do this. Removal of this prohibited historical data is required
for PCI compliance.

In addition, it is the merchant’s and reseller’s or integrator’s responsibility to provide instructions
regarding purging of cardholder data after expiration of customer-defined retention period.

2.2 Secure Deletion Instructions

The following instructions can be used to securely delete prohibited historical data and to purge
cardholder data after expiration:

« Cardholder data should be purged on a regular basis depending on a balance between the
needs of the business and PCI compliance. Sage MAS 500 provides a purge task that will
remove cardholder data and can be run when needed.

e Cardholder data can be deleted using the Purge Credit Card Data task. Based on criteria
specified for the task, cardholder data will be purged. Data will be purged if it is determined
that it is not part of any open transaction and matches criteria specified on the form. The
Credit Card Purge report will be generated as an audit trail of what data was purged.

=F Purge Credit Card Data
r & @D

Field Condition
Cuzstomer Al -

Processar Account All

v Tranzactions Older Than 0 il Days
[v Saved Credit Cards Mot Lsed In 1] :l Days

[ Preview Beport Without Purging

|achin (504 |6/30/2008 E
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2.3 Credit Card List report

The Credit Card List report is provided as the single location where cardholder data can be
retrieved and viewed in a usable format. Because of the sensitivity of this report, access to the
report and protection of the report after it has been produced is critical to PA-DSS compliance. By
default, the report will display cardholder data in masked format, but the following instructions
describe steps that can be taken to secure the report.

Access to the Credit Card List is controlled through task level security, and should be limited to

only those with the need to produce the report. Limit access to as few people as possible by setting
the Credit Card List task security to “"Excluded” as shown below:

=& Maintain Security Groups g@@ |
vE @X 80 D BRBE

Securty Group | E Copy Fram

Desciption | System Administrator
Module 1D |I:I: w | Credit Card Processing
Tasks! T Security Events ]
[ X i.l T |- M '*..I-i ey [m] e .
1 | CC |Credit Card List [Excluded ]| |
[ :: iiH.r:.ITLI:.LF :I\J\ml I.IIUIIIILI:
3 CC  |Purge Credit Card Data Supervizon
4 CC  [Process Credit Cards MHarmnal
5 CC  |Maintain Credit Card Processor Accounts Supervizon
= CC |SetUp Deposit Groups Supervizon S
7 CC  |Maintain Credit Card Supervizon
g CC  [Settle Credit Card Transactions MHarmnal -
Default Permiszion J

LRI 4 |admin (504 |6/30/2008 [,
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Setting the task security to “"Normal” will allow a user to produce the report, but sensitive card
holder data will be masked as shown below:

vd @X 80 D B

Securnity Group | E Copy From

Drescription | Suztern Administrator

todule 1D |I:I: | Credit Card Proceszing

T Security Events ]

VT T T T T R T p—
[ 1 CC |Credit Card List [Marmmal ~||

4 - .l‘-.u'.l- [~y M.—ln hlm

3 CC  |Purge Credit Card Data Supervizomn

4 CC  [Process Credit Cardz Harmal

5 CC  |Maintain Credit Card Processor Accaunts Supervizomn

= CC |SetUp Deposit Groups Supervizomn -

7 CC  |Maintain Credit Card Supervizomn

a CC  [Settle Credit Card Transactions Harmal -

Default Permizzion J

CIKIN Y |admin (504 |6/30/2008 [

Systems of America

Credit Card Processing
Credit Card List

Custorner 1D Custamer Card ID Credit Card Murmber Expirstion Sales Order i Shiprnent Fayment
mcte st mcte st rs woo-wo-xon-1111 o110

bid Bugineszz Insights Dashbo: Rick's primary viza ao-anoc-ona-1111 oo §0-0000000305 308-CR
bid Bugineszz Insights Dashbo: Rick's primary viza ao-anoc-ona-1111 §0-0000000305 a-CR

bid Bugine=zs Insights Dashbo; ao-anoc-ona-1111 oo §0-0000000306 306-CR
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Giving “Supervisory” permission to the report will display the cardholder data in it unmasked form.
This permission should be limited to only those with a need to have access to sensitive cardholder
data. If this access is not necessary, then no user needs to have “Supervisory” permission.

= Maintain Security Groups

vd @X 8@ D B

Securty Group | E Copy Fram

Dezcription | Systemn Adminiztrator

todule 1D |I:I: w | Credit Card Proceszing

T Security Events ]

e} Tarirhim{mninarbihiony ——Dsimmsan —

1 CC  |Credit Card List Supervizony - T
- :: i:lLr:.l'i'Ll:.Lr :Ib\ml I.IILFIIIILI:

3 CC  |Purge Credit Card Data Supervizon

4 CC  [Process Credit Cards MHarmnal

5 CC  |Maintain Credit Card Processor Accounts Supervizon

= CC |SetUp Depozit Groups Supervizon S
7 CC  |Maintain Credit Card Supervizon

g CC  [Settle Credit Card Transactions MHarmnal -

Default Permiszion J

14/ 4] > [01|7 |adimin (504 |6/30/2008 [,

Systems of America

Credit Card Processing
Credit Card List

Custamer D Custamer Card 1D Credit Card Mumber Expiration Sales Order i Shiprent Fayment
metest metest s CARARARARRRERREEI oo

bid Business Insights Dashbo: Rick's primary visa CARARARARRRERREEI oo S0-0000000308 305-CR
bid Buginess Insights Dashbo: Rick's primary visa CIRRRARERRRRRRRE o110 §0-0000000305 a-CR

bid Buginess Insights Dashbo: o110 §0-0000000306 306-CR

After the Credit Card List has been printed, control physical access to the report by unauthorized
users; limiting access to those with a need to know. After the report is no longer needed, ensure
secure destruction of the report using a crosscut shredder or incineration.

©2009 Sage Software, Inc. All rights reserved.
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3 PASSWORD AND ACCOUNT SETTINGS

3.1

Access Control

Merchants, resellers, and integrators are advised to control access, using unique username and PCI
DSS compliant complex passwords, to any PCs, servers, and databases with payment applications
and cardholder data.

3.2

Passwords

The following guidelines should be followed.

Customers and resellers/integrators are advised against using administrative accounts for
application logins (e.g., do not use the “sa” account for application access to the database).
(PA-DSS 3.1¢c)

Customers and resellers/integrators are advised to assign strong passwords to these default
accounts (even if they will not be used), and then disable or do not use the accounts. (PA-
DSS 3.1¢c)

Customers and resellers/integrators are advised to assign strong application and system
passwords whenever possible. (PA-DSS 3.1¢)

Customers and resellers/integrators are advised how to create PCI DSS-compliant complex
passwords to access the payment application, per PCI Data Security Standard 8.5.8 through
8.5.15. (PA-DSS 3.1c)

Customers and resellers/integrators are advised to control access, using unique username
and PCI DSS-compliant complex passwords, to any PCs, servers, and databases with
payment applications and cardholder data. (PA-DSS 3.2)

Passwords should meet the requirements set in PCI DSS section 8.5.8 through 8.5.15, as listed

here.

3.3

Do not use group, shared, or generic accounts and passwords

Change user passwords at least every 90 days

Require a minimum password length of at least 7 characters

Use passwords containing both numeric and alphabetic characters

Do not allow an individual to submit a new password that is the same as any of the last 4
passwords he or she has used

Limit repeated access attempts by locking out the user ID after not more than 6 attempts
Set the lockout duration to 30 minutes or until administrator enables the user ID

If a session has been idle for more than 15 minutes, require the user to re-enter the
password to re-activate the terminal

Key Management

Customers must implement key management procedures to support periodic key changes and
replacements of known or suspected compromised encryption keys (PA-DSS 2.6). Sage provides a
procedure for securely changing the keys used to protect cardholder data. This procedure can be
obtained by opening an online support case using the Sage Online web site at:
(www.sagesoftwareonline.com)

©2009 Sage Software, Inc. All rights reserved.
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4 LOGGING

4.1 Merchant Applicability

Currently, for Sage MAS 500, version 7.30, there is no end-user, configurable, logging settings.
All logging settings are hardcoded by Sage MAS 500 to conform to PCI DSS version 1.2
requirements 10.2.1-10.2.7 and 10.3.1-10.3.6. Logs must be enabled and disabling them will
make Sage MAS 500 non-compliant with PCI DSS.

4.2 PCI Guidelines for Logging

Implement automated audit trails for all system components to reconstruct the following events:

« All individual accesses to cardholder data

« All actions taken by any individual with root or administrative privileges
e Access to all audit trails

Invalid logical access attempts

Use of identification and authentication mechanisms

Initialization of the audit logs

« Creation and deletion of system-level objects

Record at least the following audit trail entries for all system components for each event:

e User identification

e« Type of event

+ Date and time

* Success or failure indication

+ Origination of event

« Identity or name of affected data, system component, or resource

4.3 Configuring Log Settings

The following instructions can be used to setup SQL Server auditing that is required to satisfy PCI-
DSS compliance. Disabling or failing to implement the following audits could cause your installation
to be no longer PCI-DSS compliant.

4.3.1 Capturing Access to Cardholder Data Outside of Sage MAS 500

Access to cardholder data is always logged in the tccAuditLog table. Every access to cardholder
data using the application is recorded in this table. Additionally, attempts to modify this audit table
can be logged by the DBAudit facility of Sage MAS 500 by executing the following SQL command in
the database where logging is required:

ENABLE TRIGGER tR_tccAuditLog_DBAudit ON tccAuditLog

Additionally, access to cardholder data outside of the Sage MAS 500 application can be audited by
enabling the trigger on tccVault using the following command:

ENABLE TRIGGER tR_tccVault_DBAudit ON tccVault

Output of the DBAudti log will be stored in the tciDBActivityLog table.

10
©2009 Sage Software, Inc. All rights reserved.
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4.3.2 Auditing Successful and Unsuccessful Login Attempts
To enable SQL Server auditing of logins
1. Using SQL Server Management Studio, right-click the server and select Properties.

2. On the Server Properties window that appears, select the Security page.

3. In the Login auditing section, select the Both failed and successful logins option.

. Microsoft SQL Server Management Studio

File Edit ‘iew Project Tools ‘Window  Community  Help

Dmewouery | [y "o B S HP Eﬁ -

3 =4 10 o B g b | p A im -"J-‘" |
Chject Explorer

Right click on sernl.re;’ stpdesktop.ma... SQLQueryl.sql] Summary

Cormect> | A0 w0

Canneck..,

T3 Security Disconneck

[l Server Objects Register...
[ Replication
[= [ Management
[ Maintenance P
= [ 50L Server Lo Stop
] Current-§  Pause

‘t_s Scrpt - E Help

Mew Query

Server authentication

j""D ' ] ) windows Suthentication mode
e atabaze settings

] Archive #1 14 Advanced (®) S0L Server and Windows Authentication mods
4] Archive #2 pestart 1 Pemissions

| Archive #: Lagin suditing

] Archive 2

4] Archive A=
] Archive Fe—rHrEaesresE,
g Ackivity Monitar

é" i Datahase Mail SR |ul\_.|i|| L n )

) Mone
) Failed logins only

Distributed Transaction Coordinats

Eul-Text Search {*) Both failed and successful loging

m LEgaCy SETET L LT
[ Motification Services

|ﬁ3 SCQL Server Agent (Agent #Ps disablec [] Enable server prosy account
. - |
Reqistered Servers -~ 0 x Server Ligcom:

_ stpdesktop

L] 13 Iﬂ @ ;L Caonnection: ] .
= || Datahase Engine BEG Thrsisk [] Enable C2 audit tracing

[:j arrowhead

Wiew connection properties i i
Lj Augnz_720 3} [] Cross databaze ownership chaining
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The SQL Server logs can be viewed from SQL Server Management Studio.

|2
File Edit View Project Tools Window  Community  Help

L Mew query | [y | 3y ofy B [ 5 @ .,‘jJ ] 1:5 H ey s
7| A
Object Explarer ~ 1 X stpdesktop.ma... SQLQueryl.sql| Summary
Connect > 44 i}
= [- stpdesktop (SCL Server 9.0, 1406 - BEST rsisk) ) )
_P._.i Databases = Log File Viewer - stpdesktop
2 [ Securicy 7 Load Log (2| Export | Refresh Filter. 4 Search. 4 Hel
+ [ Server Objects # [[] Database Mai = o G = T - T
# [ Replication # []50L Agent Log file summar{Save the current displaved infarmation on disk]
= L Managemment = L =
z j :'ST;'::ZEEL;’;”S [v] Current - 82042009 32| | D ate S | [essems ~
ol Cortont - R1P31P000 32550 M Ei:z:x: ?2 : gi 123:: gggz B/20/2009 33057 PM  Looon  Login succeeded for user NT AUTHORITY\SYSTER' Connectior
§J] Archive #1 - 8/20/2003 2:21:00 PM [ Avchive #3 - 8.-"3.-"2009‘ 5| 8/20/2009 3:30:57 PM  Logon  Login succeeded for user 'BESTrsisk'. Connection: trusted. [CLIEI
Archive #2 - 8/19/2009 9:39:00 AM [ Asnchive t4 - 7/23/2005 5 8/20/2009 33057 PM Logon  Login succeeded for user 'BES T \rsisk'. Connection: trusted. [CLIEI
A Archive #3 - 8/3/2009 9:05:00 4M [ Archive #5 - 741742008 5 8/20/2009 33057 PM Logon  Login succeeded for user WT AUTHORITYSSYSTEM'. Connection
] Archive #4 - 7/23/2009 1:54:00 PM [ Archive #6 - 7/6/2003 2 8/20/2003 33057 PM  Logon  Login succeeded for user BESTvrsisk!. Conmection: trusted [CLIE]
{| Archive #5 - 7/17/2009 1:53:00 PM % []'windows NT : i X i
Qﬂ Brchive #6 - 7/6{2009 8:22:00 AM 5 8/20/2009 32254 PM  Logon  Login succeeded for user 'BESThrsisk!. Connection: trusted. [CLIE
.{a Aétivity Manitar iE 842042009 32253PM Logon  Login succeeded for user 'BES T sisk!. Connection: tusted. [CLIE]
- Database Mail 5 8/20/2009 257:40PM  Logon  Login succeeded for user 'BES T \rsisk'. Connection: trusted. [CLIEI
% Distributed Transaction Coordinatar B 8/20/2009 257:39PM  spidS4  Using wplog?0.dll version ‘2005901399 to execute extended ston
EU"'TEXt Search i 8/20/2009 257:33PM  Logon  Login succeeded for user 'BES Thsisk. Cannection: tusted. [CLIE]
T
5 a o cerices | 8/20/2009257:37PM  Logon  Login succesded for user BESThsisk. Connection: trusted. [CLIE]
._ﬂ) S0L Server Agert (Agent ¥Ps disabled) 5 8/20/2009 25555 PM  Logon  Login succeeded for user WT AUTHORITYSSYSTEM'. Connection
< 3 5 842042009 25554 PM Logon  Loagin succeeded for uzer 'MT AUTHORITYSSYSTEM'. Connedction
5 8/20/2009 255:53PM  Logon  Login succeeded for user WT AUTHORITYSSYSTEM'. Connection 3
Registered Servers w 1| Last Refresh: £ 2
T ’5 il CJ 5 8/20/2009 3:30:57 P Selected row details:
= | Database Engine Filter: More Date 8/20/2009 3:30:57 PM
[__}. arrowhead ’ Log SOL Server [Current - 8/20/2009 3:22:00 PM)
|4 augoz_7z0 Visw i )
. e filter settings
l._E- EAGLE}sql2005 T Source Logan
[} mevaliso Message
[__}. mass00 {mass00705) Login succeeded for uzer MT AUTHORITYASYSTEM'. Connection: trusted. [CLIEMT: 10,90.10.29]
[__}. mreprojects 7 Done (144 records].
[__}. othello I@
[} sdsves
| shasta
| shastaigas
12 derion

| & stpdeskkopisglzo0n
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Login audit entries will appear in the SQL Server log as shown below.

-

E Log File Wiewer - stpdesktop

| Load Log ¢¢z] Export 2] Refresh F Filter... <4 Search.. &j Help
# [] Database Mail
£ |:| SOL Agent Log file surmmany: Mo filker applied
=
Current - 8/31/2003 82| pate Source | Message Log Type -
1 . )
Ei'c:!"e ﬁ; g:: 313:: gggc | 8/31/2009 82320 4M Logon  Login succssded for user NT AUTHORITYASYSTEM". Connection: busted. [CLIENT: 10.90.10.23]  SGL Server
fehre B ) S B La T I La T Tu I M R A T I W | L L " ol L LT ALLTLLCC T e T gl N L o I ICRIT, A0 O 400
[ Archive #3 - 8/28/2007 = = = o ' i ~ =HHEHACE]  SOL Server
[ Aurchive 14 - B/28/200¢ i 8/31/2009 8:23:20 A Logon  Login succesded for user 'BES Thrsisk!. Cornection: tusted. [CLIENT: 10.90.10.29] SOL Server
[ Archive #5 - 8/25/200¢ 5| 8/31/2009 82316 AM  Logon  Login failed for user 'BadHacker'. [CLIEMT: 10.90.10.29] SOL Server
[ Archive BE - 8/24/200¢ B 8/31/2009 82316 AM  Logon  Eror 18456, Severity: 14, State: 5. SOL Server
# [ Windows NT 5| 8/31/2009 3:23:46AM  Logon  Login succeeded for user 'WT AUTHORITYASYSTEM'. Connection: kusted. [CLIENT: 10.90.10.29]  SOL Server
5| 8/31/2009 3:23:46AM  Logon  Login succeeded for user 'WT AUTHORITYASYSTEM'. Connection: kusted. [CLIENT: 10.90.10.29]  SOL Server
5| 8/31/2009 3:23:46AM  Logon  Login succeeded for user 'BES T \rsisk'. Connection: trusted. [CLIENT: 10.90.10.29] SOL Server
5| 8/31/2009 3:23:30AM  Logon  Login succeeded for user 'WT AUTHORITYASYSTEM'. Connection: kusted. [CLIENT: 10.9010.29]  SOL Server
5| 8/31/2009 3:28:304M  Logon  Login succeeded for user 'WT AUTHORITYASYSTEM'. Connection: kusted. [CLIENT: 10.90.10.29]  SOL Server
5| 8/31/2009 3:28:304M  Logon  Login succeeded for user 'BEST \rsisk'. Connection: trusted, [CLIENT: 10.90.10.29] SOL Server
5 8/31/2009 8:28:24 AM  Logon  Login failed for uzer 'asdfasdf. [CLIENT: 10.90.10.29] SOL Server
< S H 8/31/20098:28:24 AM  Logon  Eror 18456, Severity: 14, State: 5. SOL Server
(5] 8/31/2009 32801 AM  Logon  Login succeeded for user 'WT AUTHORITYASYSTEM'. Connection: kusted. [CLIENT: 10.90.10.29]  SOL Server 3
Last Refresh: 4 2
8/31/2003 8:23:20 AM Selected row details:
- Date 8/31/2009 8:29:20 A
Fitter: None Log S0L Server [Currert - 8/31/2008 82900 AM)
T Wiew filter settings Source Lagan
Meszage
Login succeeded for uzer 'MT AUTHORITYASYSTEM'. Connection: trusted, [CLIEMT: 10,90.10.29]
—, Done (108 records).
v
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Using Windows security, protect the audit log file from unauthorized access.

.. Microsoft SQL Server Management Studio

File  Edit Project  Tools  ‘Window

Qnewoey | [y B8 % 3 5 H
2T | | =

Connect !g m AT .I.Righl click on server

View

Community

Help

E Server Properties - stpdesktop

CEEEONE

= La stpdesktop (SQL Server 9.0.1406 - BESTrsisk)
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[ Server Objects
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= [ 5GL Server Logs
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Archive #1 - 5/28/2009 3:34:00 PM
Archive #2 - §/28/2009 3:07:00 PM
Archive #3 - 5/28/2009 3:06:00 PM
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2P Security
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27 Permissions
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= "

Fioot Directany

C:4Program FileshMicrosoft SOL ServersMSS0L1MMSS5E L]

EREHYEL )
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Files\Microsoft SQL Server\MSSQL. 1WMSSQLA0G

AN _Teneral Lh 1Ll

© File Edit Wiew Favorites Tools  Help #
i e Back O @ p Search @— Folders -'
E R i
=] ¢ Address |23 Cilprogram FilesiMicrasoft 50L Server\MSSQL 1MSSQLLOG & Ak
Reqistere Folders x el A
U@ £ MS5QLESGL2000 32KE 1F
= o = (3 MssaL.1 . 40KE 1F
] B ) MssqL |#]5qLFTo001500005 LoG. 1 4KE LF
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] ) Data ] 19K 3F
1] ) FTData 4,934 KB 3F
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= 8,931KB 4F
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=
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4.3.3 Capturing Read Access to Cardholder Data on SQL 2008

For implementation of Sage MAS 500 on SQL Server 2008, additional auditing can be configured by
capturing SELECT access to the cardholder data and audit logs. The following instructions will
enable this additional auditing:
Enabling auditing of SELECT statements in SQL 2008 consists of three steps; creating an audit
definition at the Server level that defines where the audit entries will be store, creating the
database audit specification, and enabling the audit.
To create the audit

1. Using SQL Server Management Studio, expand the Server level Security menu.

2. Right-click the Audits folder and select New Audit.

Object Explarer

Connect = 47 4 T [2] Q

= Lﬂ RSISKXP (SOL Server 10.0,1600 - admin)
1 Databases
= | Security
1 Logins
[ Zerver Roles
[ CredentialsRicgtht Cliclk

C F‘rl:widers

Mew Aodit, .,

4, Ma

1 Server

3 Server Qb
3 Replication
1 Managerme Reports 3
l_% SOL Serve

Filter select Hewr Audit

Stark PowerShell

Refresh
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3. Name the audit MAS500CCVaultAudit and enter a path where you want the audit file to be
located.

B Create Audit

Select a page Raeript - | Help

General .
= Use this name for
[.f\udit name: |MASSEIEICC\.I'auItF\udit the audit

Queue delay (in |1'3'3'3

[] shut down server on audit log Failure

Audit destination: |Fi|e w |

’ Enter the directory

File path: CATEMP I

( == 1 for the audit file :l D

Maxirnum rollover |214?48354? —|
Unlimited

Maximum File size |'3 | il Gl I
Unfimited

[] reserve disk space

Connection
A RsIskxP [admin]

Wiews conneckion propetties

Progress

Ready

[ Ok J[ Cancel H Help
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To create the Database Audit Specification

The next step is to define what needs to be audited. This is done in the MAS500 database where
you want to audit access to a table.

1. Expand the Databases menu and locate the MAS500 database to audit.
2. Expand the MAS500 database and the Security menu.

3. Right-click Database Audit Specifications and select New Database Audit Specifications.

Cbject Explorer ~ys8.5ql - RSIS...er {(admin {51))
Connect~ & 3 5 F [&] j
= Ijj RASISKXP (S0L Server 10.0,1600 - admin)
= [ Databases
[ System Databas Make sure you arec
Database sngps in WIASS00 database

£ CraaTaEE Liagrams
[ Tables
[ Views
[ Svnonyms
[ Programmability
[ Service Broker
[ Storage
= [ Securiby

[ Users

[ Roles

[ Schemas

[ Aswvmmekric Kevys . .
[ Certificates Right Click

(I WSO 37 7= o Tl AV EEIECt NE‘W ﬂl‘ldit
[ R atabase Audit Specification:
l A Mew Database Audit Specification. .
g red_app Filker b
= [ Securiky
[ Logins Skart PowerShell
[ Server Roles
3 Credentials Reports 3
3 Crvptographic Providers
IE' I_J l':'||.|d|t5 REFFESh

4. Name the audit specification MAS500DBCreditCardVaultAudit and link it to the Server Audit
just created.

5. At the Audit Action Type column, choose SELECT for each object class.

6. At the Object Name column, select the tccAuditLog and tccVault object names.
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7. At the Principal Name column, select public so everyone will be audited.

Create Database Audit Specification

@ Enter principal name in row 1

- General

S | Liﬁ Help
Name of the audit
Name: {|massooDBCreditcardvautaudic | |
Audic: M Server audit created earlier v]
Actions:
Audit Action Type Object Class Object Schema Object Name
1| seecr w | oB2ECT ~ |dbo torAuditLog (]
bz | seecT  Action Type = SELECT » okt ~ |dbo tervault (]
*3 - v .
Object Names: Principal: public
tecVault will audit everyone
tecAudit Log

To enable the audit

After the audits are defined, they must be enabled to capture access to the audited tables.

1. Right-click the database audit specification just created and select Enable Database Audit

Specifications.

Obiject Explorer

Conneck = A 4 o

~ysi.sql - RSIS...er {admin (51))
r 2] B

= [ Databases

[ Database

[ Views

o

= [_a RSISKR®P (SQL Server 10.0,1600 - admin
[ Swstemn Databases

= [J masa00_app
[ Database Diagrams
[ Tables

1 Synonyms
[ Programmability
[ Service Broker
| Storage
= [ Security
1 Users
[ Roles
[ schemas
[ Asymmetric Keys
[ Certificates
[ Svymrektric Keys Right click

l_J rcd_app Enable Database Audit Specification
[=1 [ Security
[ Logins Script Database Audit Specification as *
[ Server Roles
@ £ rredentisls Palicies »

Snapshots

| Enable audit

Mew Database Audit Specification. . ] |
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2. Right-click the server level Audit and select Enable Audit.

(] |:| '| eck Ex

Conmect~ &0 &1 5 F [#] ;-3
= LB RSISKXP (SOL Server 10.0,1600 - admin)
[ Databases
= [ Security
[ Logins
[ Zerver Roles
[ Credentials
[ Crvptographic Pros Right click

=
[ ]
I:!N H .
a Mew Audit... Enable audit
[ Server Objects Enable Audit ] |
[ Replication : _
3 Management Wi Audit Logs
[ S0L Server Agent (Agent ¥ Seript Audit 23 R
Policies 3
Facets

Start Powershell
Reports 3

Rename

Delete

Refresh

Properties

The Audit files can be viewed by right-clicking the server level Audit and selecting View Audit Logs.
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5 WIRELESS NETWORKS

5.1 Merchant Applicability

If wireless is used or implemented in the payment environment or application, the wireless
environment must be configured per PCI DSS version 1.2 requirements 1.2.3, 2.1.1, and 4.1.1.
Wireless technology must be securely implemented and transmissions of cardholder data over
wireless networks must be secure.

5.2 PCI Requirements

Install and configure perimeter firewalls between wireless networks and systems that store credit
card data, per PCI DSS version 1.2 and 1.2.3.

Modify default wireless settings, as follows, per PCI DSS 2.1.1:

« Change wireless equivalent privacy (WEP) keys
e Change default service set identifier (SSID)

e Disable SSID broadcasts

« Change default passwords

e« Change SNMP community strings

« Enable WiFi protected access (WPA and WPA2) technology for encryption and authentication
when WPA-capable.

For wireless networks transmitting cardholder data, encrypt the transmissions by using Wi-Fi
protected access (WPA or WPA2) technology, IPSEC VPN, or SSL/TLS. Never rely exclusively on
wired equivalent privacy (WEP) to protect confidentiality and access to a wireless LAN. (PA-DSS
6.2 and PCI DSS 4.1.1)

If WEP is used, do the following, per PCI DSS 4.1.1:

+ Use with a minimum 104-bit encryption key and 24 bit-initialization value

+ Use ONLY in conjunction with Wi-Fi protected access (WPA or WPA2) technology, VPN, or
SSL/TLS

« Rotate shared WEP keys quarterly (or automatically if the technology permits)

» Rotate shared WEP keys whenever there are changes in personnel with access to keys

» Restrict access based on media access code (MAC) address

Handheld devices that communicate wirelessly with Sage MAS 500, such as the Intermec 730
handset from ScanCo, must use strong encryption algorithms such as WPA to secure wireless
communications.
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6 NETWORK SEGMENTATION

6.1 Merchant Applicability

Credit card data cannot be stored on systems directly connected to the Internet. For example, web
servers and database servers should not be installed on the same server. A network DMZ
(Demilitarized Zone, also known as Demarcation Zone) must be set up to segment the network so
that only machines on the DMZ are Internet accessible.
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7 SECURE REMOTE SOFTWARE UPDATES

7.1 Merchant Applicability

Sage MAS 500 securely delivers remote payment applications by high-speed connections.
Merchants should develop an acceptable use policy for critical employee-facing technologies, per
the guidelines below.

For VPN, or other high-speed connections, updates are received through a firewall or personal
firewall, per PCI DSS 1 and 1.3.9.

7.2 Acceptable Use Policy

The merchant should develop usage policies for critical employee-facing technologies, like modems
and wireless devices, as per PCI DSS requirement 12.3. These usage policies should include:

« Explicit management approval for use

e Authentication for use

« Alist of all devices and personnel with access

e Labeling the devices with owner

e Contact information and purpose

e Acceptable uses of the technology

* Acceptable network locations for the technologies

« Alist of company approved products

+ Allowing use of modems for vendors only when needed and deactivation after use

+ Prohibition of storage of cardholder data onto local media when remotely connected

7.3 Personal Firewall

Any "always-on" connections from a computer to a VPN or other high-speed connection should be
secured by using a personal firewall product, per PCI DSS 1.3.9. The firewall is configured by the
organization to meet specific standards and not alterable by the employee.

7.4 Remote Update Procedures
Sage MAS 500 does not provide for the remote update of the application.
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8 REMOTE ACCESS

8.1

Merchant Applicability

If Sage MAS 500 can be accessed remotely, all network connectivity should be performed using
two-factor authentication per PCI DSS requirement 8.3. Implement two-factor authentication for
remote access to the network by employees, administrators, and third parties. Use technologies
such as remote authentication and dial-in service (RADIUS) or terminal access controller access
control system (TACACS) with tokens; or VPN (based on SSL/TLS or IPSEC) with individual
certificates.

8.2 Remote Access Software Security Configuration

Implement the following applicable security features for all remote access software used by the
merchant, reseller, or integrator.

Change default settings in the remote access software (for example, change default
Passwords and use unique Passwords for each customer)

Allow connections only from specific (known) IP/MAC addresses

Use strong authentication or complex passwords for logins

Enable encrypted data transmission

Enable account lockout after a certain number of failed login attempts

Configure the system so a remote user must establish a Virtual Private Network (VPN)
connection using a firewall before access is allowed

Enable the logging function

Restrict access to customer Passwords to authorized reseller/integrator personnel

Establish customer Passwords according to PCI DSS requirements 8.1, 8.2, 8.4, and 8.5
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9 ENCRYPTING NETWORK TRAFFIC

9.1 Transmission of Cardholder data

Sage MAS 500 uses encryption, such as SSL/TLS or IPSEC, for transmission of cardholder data
over public networks, per PCI DSS 4.1. Secured access to the SQL Server using SSL is configured
by following the instructions found at:

http://msdn.microsoft.com/en-us/library/ms189067.aspx

9.2 E-mail and Cardholder data

Sage MAS 500 does not natively support the sending of e-mail. As per PCI DSS requirement 4.2,
cardholder data should never be sent unencrypted by e-mail.

9.3 Non-Console administrative access

Sage MAS 500 uses SSL for encryption of all non-console administrative access to payment
application or servers in cardholder data environment. Administrative access is limited to
modification of SQL Server user IDs and passwords. Secured access to the SQL Server using SSL is
configured by following the instructions found at:

http://msdn.microsoft.com/en-us/library/ms189067.aspx
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